TRI-STAR SOLUTIONS SERVICES LLC

Transformational Readiness Initiative — Strategic Technology Architecture & Research

CAPABILITY STATEMENT

TRI-STAR Solutions Services LLC is a Maryland-based small business founded in 2017, specializing in Microsoft cloud security: Microsoft Sentinel SIEM/SOC
engineering, Defender XDR, Azure Arc and hybrid monitoring, and Zero Trust and NIST-aligned compliance for federal and commercial clients. As a Microsoft and IBM
partner with Pax8 distribution, TRI-STAR also resells Microsoft and cybersecurity licensing, so clients can buy, deploy and secure their platform through one accountable
vendor.

ENGINEERING SERVICES SOFTWARE & INNOVATION

* Systems Engineering & Technical Assistance (SETA) ¢ Full-Stack Application Development

* Requirements Engineering & Analysis * DevSecOps & CI/CD Pipeline Engineering

* Enterprise Architecture Design (TOGAF, FEAF) ¢ Al/ML Integration & Intelligent Automation

* Verification & Validation (V&V) Services * API Development, Integration & Management
e Technical Performance Measurement ¢ Legacy System Modernization & Migration

¢ Configuration Management & Change Control * Microservices & Cloud-Native Architecture

¢ Security Architecture & Zero Trust Design ¢ Quality Assurance & Test Automation

CLOUD ARCHITECTURE MICROSOFT SECURITY & SOC

¢ Cloud Migration & Optimization (AWS, Azure, GCP) * Microsoft Sentinel SIEM/SOAR Deployment & Tuning

¢ AWS GovCloud & Azure Government Solutions ¢ Defender XDR (Endpoint, Identity, Office 365, Cloud Apps)
¢ Hybrid & Multi-Cloud Infrastructure Design e Azure Arc & Azure Monitor Agent Hybrid Onboarding

¢ Infrastructure as Code (laC) Implementation * Data Collection Rules & Custom Log Ingestion Pipelines

* Disaster Recovery & Business Continuity * KQL Analytics Rules, Threat Hunting & Workbooks

Managed IT Services & 24/7 Monitoring
Data Center Consolidation & Optimization

Entra ID, Conditional Access & PIM
NIST 800-53, DISA STIG & Zero Trust Alignment

TECHNOLOGY RESALE SERVICES COMPANY DATA

Hardware & Infrastructure Business type: Small Business (SB), Maryland LLC

¢ Dell Technologies Founded: 2017
* HP Enterprise Headquarters: Fort Washington, Maryland

* Cisco Systems Partnerships: Microsoft Partner, IBM Partner, Pax8 distribution, Catalant expert
Software & Security network

* Microsoft Licensing (Microsoft Partner via Pax8)
* |BM Solutions (IBM Partner via Pax8)

Palo Alto Networks | Trellix

e Splunk

Memberships: INCOSE, APMP
Delivery: On-site in the National Capital Region and 100% remote
Registration identifiers (UEI, CAGE, NAICS): provided on request

PAST PERFORMANCE

* Federal agency — Microsoft Sentinel Engineering: Built data collection rule (DCR) frameworks, KQL query libraries and compliance documentation for a federal
mission system.

* Federal agency — SOC Data Integration: Sentinel/SOC technical lead. Replaced a failing vendor connector with a custom Logic App ingestion pipeline and
designed the pipeline that brings vulnerability scan data into Azure Government; delivered root-cause analyses, runbooks and network path documentation.

* Federal environmental program: Information technology support services under a federal contract.
* Microsoft Licensing Resale: Microsoft licensing sales closed and fulfilled through the Microsoft Partner / Pax8 distribution channel.

KEY DIFFERENTIATORS

* Security-First Engineering: Security and compliance embedded throughout the development lifecycle

* Cleared Personnel: Cleared staff available for sensitive programs

Microsoft and IBM Partner with Pax8 Distribution: Licensing, deployment and security engineering delivered by one accountable vendor
Integrated Service Delivery: Complete technology lifecycle support from strategy through implementation and operations

100% Remote Delivery Capability: Secure remote operations with full collaboration capabilities
¢ Strategic Maryland Location: Proximity to federal agencies, defense contractors and the Intelligence Community

TRI-STAR Solutions Services LLC
8507 Oxon Hill Rd, Suite 200 #1134, Fort Washington, MD 20744
Phone: (757) 451-8386 | Web: tristarsolutionsservice.com | Email: info@tristarsolutionsservice.com

"Innovating Technology. Empowering Growth."



